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The life cycle of a data file begins when a document is created. It continues through 

the document's various versions and then ends when the document is destroyed. Managing 

a single document can be difficult. When you add in multiple versions and electronic 

copies, the task becomes much more complicated. Now, imagine the process being 

replicated dozens, if not hundreds of times. 

 

According to SANS Institute, data retention policies "...deal with the complex issues 

of maintaining corporate information for a pre-determined length of time." For many 

companies, data retention policies are implemented for legal compliance. Even if your 

company is not subject to a specific regulation mandating a formal data retention policy, 

however, managing your documents throughout their life cycle can mitigate the risks 

associated with confidential data. 
 

 

Let's say you are part of a team preparing a patent application. As part of the 

process, the team exchanges emails covering descriptions, drawings, and claims. As the 

emails are exchanged, multiple versions of each of the documents get created and stored – 

occasionally in unsecure places. As an illustration, imagine if a team member downloaded a 

document on his less-than-secure home computer. Or, what if a team member Gmailed a 

file to herself so that she could receive it at another location later away from the office? 

What happens when these files exist in locations that are beyond the reach of the company? 

In these possible scenarios, how can a company ensure that these files are destroyed? 

 

While a final document may be considered a sensitive document that must be 

protected, it's not unusual for various drafts, memos, email messages, text messages, and 

related documents to be generated and shared during the document's development. These 

documents may not be formal, but they could contain sensitive information that could be 

damaging if a data breach occurs. Your data retention policy should extend to auxiliary 

documents despite the challenges of managing electronic documents. 
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A virtual data room can complement your data retention policy by centralizing 

document storage and access. Rather than emailing draft documents to one another, team 

members can store and share their documents in the virtual data room. As an example, if 

you want other team members to proof and approve a document, that document could be 

shared as a view-only version of the data room document. Rather than having multiple 

copies stored on various email servers and individual hard drives, you'd have a single 

version stored in a secure virtual data room. You could also watermark the document with 

its version number and data disposal guidelines if desired. 

 

Virtual data rooms do not replace data retention policies, nor do they ensure that 

users comply with those policies. Instead, a virtual data room can secure sensitive 

documents and reduce the number of electronic copies that must be tracked, found, and 

ultimately disposed of. 

 

 

References:  
http://www.sans.org/reading-room/whitepapers/backup/electronic-data-retention-policy-514 
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